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Why Don’t You Stop Spam?

We would if we could (1/2 of email)
What is spam? Whose definition?
We do block when service threatened
Or, when It Is very obvious
Not always so obvious

Stopping spam Is like asking postoffice to only
deliver mail you want
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How to protect your email address

Basic email hygiene
Do not give email to marketers!
Use non-@ pi . edu address to order on-line
Use alt-address for untrustworthy associates
out email address on web page

Don’t

(Use

Iveware en

(]9

er

Don’t respond to spam!
Don’t opt-out of spam!
Opting out of “legitimate” mailing lists ok

to obscure mailto links)
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Server Anti-Spam (RESPITE)

Central anti-spam aid
Holds suspected spam on malil server—before

delivery

Works with any
Eudora. ..

Web interface
Heuristics, Blac
Database to kee
Opt-In service

emall client: Outlook, Webmail,

K Lists, Bayesian learning

0 per-user preferences and rules

RESPITE — p. 7/16


http://respite.rpi.edu/

RESPITE: Modes of Operation

RESPITE offers flexible spam handling

RESPITE — p. 8/16



RESPITE: Modes of Operation

RESPITE offers flexible spam handling
» Hold suspected spam In trap

RESPITE — p. 8/16



RESPITE: Modes of Operation

RESPITE offers flexible spam handling
» Hold suspected spam In trap
 Tag subject of suspected spam

RESPITE — p. 8/16



RESPITE: Modes of Operation

RESPITE offers flexible spam handling
» Hold suspected spam In trap
 Tag subject of suspected spam
* Insert X- RPI - SA- Scor e header (default)

RESPITE — p. 8/16



RESPITE: Modes of Operation

RESPITE offers flexible spam handling
Hold suspected spam in trap
Tag subject of suspected spam
Insert x- RPI - SA- Scor e header (default)
Auto-Reject high scoring spam

RESPITE — p. 8/16



RESPITE: Modes of Operation

RESPITE offers flexible spam handling
Hold suspected spam in trap
Tag subject of suspected spam
Insert x- RPI - SA- Scor e header (default)
Auto-Reject high scoring spam
Combinations:

RESPITE — p. 8/16



RESPITE: Modes of Operation

RESPITE offers flexible spam handling
Hold suspected spam in trap
Tag subject of suspected spam
Insert x- RPI - SA- Scor e header (default)
Auto-Reject high scoring spam

Combinations:
Auto-Reject over 10, Trap over 3

RESPITE — p. 8/16



RESPITE: Modes of Operation

RESPITE offers flexible spam handling
Hold suspected spam in trap
Tag subject of suspected spam
Insert x- RPI - SA- Scor e header (default)
Auto-Reject high scoring spam

Combinations:
Auto-Reject over 10, Trap over 3
Auto-Reject over 8, Tag over 5

RESPITE — p. 8/16



RESPITE: Modes of Operation

RESPITE offers flexible spam handling
Hold suspected spam in trap
Tag subject of suspected spam
Insert x- RPI - SA- Scor e header (default)
Auto-Reject high scoring spam

Combinations:
Auto-Reject over 10, Trap over 3
Auto-Reject over 8, Tag over 5

Custom rules adjust score (up or down)
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Using RESPITE

To access RESPITE:

Gotohttp://respite.rpi.edul
Log on with RCSid
Opt In by selecting initial settings
Monitor results!

To stop using RESPITE:

Gotohttp://respite.rpi.edul
Options/Opt In/Out/Out OUT of spam-scanning
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What Happensto Trapped Spam?

RESPITE keeps spam iIn trap:
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What Happensto Trapped Spam?

RESPITE keeps spam iIn trap:
For 21 days
Sends notification after 1-21 days
Releases/Deletes spam to inbox after 21 days
Removes all references after 28 days

Unless RESPITE Is told otherwise:
Discard/auto-reject spam
Discard accumulated spam

Will not delete email without permission
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What M essages are Scanned?

RESPITE scans:
Emalil addressed to opted-in recipients
Messages smaller than 250,000 bytes
Listproc email (by owners and moderators)
Some aliases (custom setup)
Recipients of aliases (new with R2)
RESPITE does not scan:
Most aliases
Emalil to non @ pi . edu addresses
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lmproving RESPITE

Why Wasn’t Message Trapped?
No spam filter is perfect
Spammers try to evade filters
RESPITE defaults to cautious
How can | stop this message?
Adjust criterion (options)
Adjust white-/black-lists
Add custom rules
Use Hold RBL and Bayesian (new with R2)
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Why Was My M essage Trapped?

Because It Looked Like Spam to a Dumb Program
« Send from RPI
« Use sensible headers, name, etc.
 Avoid fancy fonts, colors
« Keep message to the point
« Make it readable
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What about the spam that gets through?
« We do not want your spam!

« \We do not want spam missed by Canlt!
— Join SpamAssassin project

* Reportto FTC
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When and whereto report spam

What about the spam that gets through?
We do not want your spam!

We do not want spam missed by Canlt!
— Join SpamAssassin project

Reportto FTC
— fraud, credit-card theft, pyramid,
Ponzi, “hot stock tips™
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Anti-Spam and M alwar eResour ces

This presentation:
http://rpinfo.rpi.edu/ sofkam/papers/R2.pdf

ARC Helpdesk: http://j2ee.rpi.edu/helpdesk
Hiveware E-mail Encoder:

http://hiveware.com/enkoder_form.php

Add-Aware: http://www.lavasoft.com/

Spybot Search & Distroy: http://www.spybot.com/

George Carlin’s Dirty Word List:
http://www.georgecarlin.com/

Hormel Spam Museum: “For the love of SPAM”:
http://www.spam.com/
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Protect your email address

Be suspicious of odd attachments
Don’t click on suspicious links
Keep you anti-virus up-to-date
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