
InCommon Federation: Participant Operational Practices  
The text of this page is taken from documents available through the InCommon Federation’s 
Policies and Practices page. 

Participation in the InCommon Federation (“Federation”) enables a federation participating 
organization (“Participant”) to use Shibboleth identity attribute sharing technologies to manage 
access to on-line resources that can be made available to the InCommon community. One goal of 
the Federation is to develop, over time, community standards for such cooperating organizations 
to ensure that shared attribute assertions are sufficiently robust and trustworthy to manage access 
to important protected resources. As the community of trust evolves, the Federation expects that 
participants eventually should be able to trust each other’s identity management systems and 
resource access management systems as they trust their own. 

A fundamental expectation of Participants is that they provide authoritative and accurate attribute 
assertions to other Participants, and that Participants receiving an attribute assertion protect it and 
respect privacy constraints placed on it by the Federation or the source of that information. In 
furtherance of this goal, InCommon requires that each Participant make available to other 
Participants certain basic information about any identity management system, including the 
identity attributes that are supported, or resource access management system registered for use 
within the Federation. 

Two criteria for trustworthy attribute assertions by Identity Providers are: (1) that the identity 
management system fall under the purview of the organization’s executive or business 
management, and (2) the system for issuing end-user credentials (e.g., PKI certificates, 
userids/passwords, Kerberos principals, etc.) specifically have in place appropriate risk 
management measures (e.g., authentication and authorization standards, security practices, risk 
assessment, change management controls, audit trails, etc.). 

InCommon expects that Service Providers, who receive attribute assertions from another 
Participant, respect the other Participant’s policies, rules, and standards regarding the protection 
and use of that data. Furthermore, such information should be used only for the purposes for 
which it was provided. InCommon strongly discourages the sharing of that data with third 
parties, or aggregation of it for marketing purposes without the explicit permission of the identity 
information providing Participant. 

InCommon requires Participants to make available to all other Participants answers to the 
questions below. 

1. Federation Participant Information 

1.1 – The InCommon Participant Operational Practices information below is for: 

InCommon Participant organization name – Rensselaer Polytechnic Institute 
The information below is accurate as of this date – May 19, 2011 

http://www.incommonfederation.org/policies.cfm�


1.2 – Identity Management and/or Privacy information 
Additional information about the Participant’s identity management practices and/or privacy 
policy regarding personal information can be found on-line at: 

http://dotcio.rpi.edu/update.do?catcenterkey=1 

1.3 – Contact information 
The following person or office can answer questions about the Participant’s identity management 
system or resource access management policy or practice. 

Name: Jon Finke 
Title: Senior Systems Programmer, Communications & Middleware Technologies 
 
Email address: finkej@rpi.edu 
Phone: 518-276-8185 
FAX: 518-276-2809 

2. Identity Provider Information 

The most critical responsibility that an IdentityProvider Participant has to the Federation is to 
provide trustworthy and accurate identity assertions. It is important for a Resource Provider to 
know how your electronic identity credentials are issued and how reliable the information 
associated with a given credential (or person) is. 

Community 

2.1 – If you are an Identity Provider, how do you define the set of people who are eligible to 
receive an electronic identity? If exceptions to this definition are allowed, who must approve 
such an exception? 

Rensselaer’s IdM system manages electronic identities as well as physical campus access 
cards (IdCards).  Employee information is managed by the Division of Human Resources and 
automatically delivered to the IdM system through a number of APIs and interfaces.  Student 
information is managed by the Office of the Registrar and is delivered to the IdM system in 
the same manner.  
 
People who do not have employee or student status but need Rensselaer credentials, 
“guests” in our IdM parlance, Campus “Guests”  are vetted and entered into IdM  by the ID 
Card Office, or, when no ID is being provided, they will be vetted and entered into the system 
by the Division of the CIO’s Computing Center  Help desk. There are roughly 40 different 
“guest” categories, each with their own procedure for authorization, and requiring 
sponsorship by the appropriate office or department. Guest credentials are provisioned with 
only those privileges appropriate for that guest status. For example, guest wireless for 
wireless network users, provides access only to the Rensselaer wireless network, and only for 



a specific time/date range. Departmental administrators can expire the guest accounts they 
sponsor. All guest entries have an expiration date and MUST be renewed at least annually. 
 

2.2 – “Member of Community” is an assertion that might be offered to enable access to resources 
made available to individuals who participate in the primary mission of the university or 
organization. For example, this assertion might apply to anyone whose affiliation is “current 
student, faculty, or staff.” What subset of persons registered in your identity management system 
would you identify as a “Member of Community” in Shibboleth identity assertions to other 
InCommon Participants? 

Rensselaer employees (faculty and/or staff) and students will be identified as “Member of 
Community” in Shibboleth identity assertions. We do issue credentials to individuals whose 
affiliation to the College is as an employee (faculty and/or staff) or student, as per 2.1.  In 
those cases where their role or function is otherwise indistinguishable from Rensselaer 
employees, such as ROTC instructors, who are members of the U.S. military services, not 
Rensselaer employees, we will assert they are “members of the Community”.   

Electronic Identity Credentials 

2.3 – Please describe in general terms the administrative process used to establish an electronic 
identity that results in a record for that person being created in your electronic identity database? 
Please identify the office(s) of record for this purpose. For example, “Registrar’s Office for 
students; HR for faculty and staff.” 

Employees and students are provisioned electronically as per section 2.1 (Human Resources 
and the Registrar, respectively), and their physical identities are vetted as per applicable state 
and federal statutes and regulations. Physical identity of those seeking/requiring “guest” 
accounts are as per applicable state and federal statutes and regulations, and Rensselaer may 
require additional documentation to establish identity for “guests”.   

2.4 – What technologies are used for your electronic identity credentials (e.g., Kerberos, 
userID/password, PKI, …) that are relevant to Federation activities? If more than one type of 
electronic credential is issued, how is it determined who receives which type? If multiple 
credentials are linked, how is this managed (e.g., anyone with a Kerberos credential also can 
acquire a PKI credential) and recorded? 

Rensselaer’s Shibboleth implementation currently only uses the campus-wide user id 
managed by the Division of the CIO, which we refer to as a RCSID (Rensselaer Computing 
System ID), in conjunction with a password. RCSIDs and passwords are managed in our locally 
developed IdM, implemented in Oracle. 

2.5 – If your electronic identity credentials require the use of a secret password or PIN, and there 
are circumstances in which that secret would be transmitted across a network without being 
protected by encryption (i.e., “clear text passwords” are used when accessing campus services), 



please identify who in your organization can discuss with any other Participant concerns that this 
might raise for them: 

Some Rensselaer legacy systems can only use plain text passwords to authenticate. All 
support for plaintext passwords will terminate by September 1, 2011. As of the date of this 
document, Rensselaer is not making any resources available to other participants, nor do we 
have any immediate plans to do so. Any SP’s doing business with Rensselaer ,or considering 
doing business with Rensselaer, prior to September 1, 2011 may contact the person identified 
in section 1.3 for specific, relevant information on plaintext passwords. 

2.6 – If you support a “single sign-on” (SSO) or similar campus-wide system to allow a single 
user authentication action to serve multiple applications, and you will make use of this to 
authenticate people for InCommon Service Providers, please describe the key security aspects of 
your SSO system including whether session timeouts are enforced by the system, whether user-
initiated session termination is supported, and how use with “public access sites” is protected. 

Rensselaer primarily utilizes JASIG CAS. Session time out is supported, but user initiated 
session timeouts are not supported.  "Public Access sites" are protected with CAS, so that 
users are redirected to CAS for authentication, providing Rensselaer with total control over 
authentication, and preventing services from having direct access to user passwords. 

 2.7 – Are your primary electronic identifiers for people, such as “net ID,” 
eduPersonPrincipalName, or eduPersonTargetedID considered to be unique for all time to the 
individual to whom they are assigned? If not, what is your policy for re-assignment and is there a 
hiatus between such reuse? 

Since 2007, Rensselaer’s electronic identifiers for people, RCSIDs, have been reserved for 50 
years to the individual to whom they are assigned. All RCSIDs issued prior to 2007 were also 
reserved until 2057. 

Electronic Identity Database 

2.8 – How is information in your electronic identity database acquired and updated? Are specific 
offices designated by your administration to perform this function? Are individuals allowed to 
update their own information on-line? 

Student and Employee information is maintained by the Office of the Registrar and Human 
Resources respectively, and is acquired as per section 2.1.  Mutable personal attributes – 
office location, telephone number, nickname, etc, can be updated by the individual, or in the 
case of employees, by the administrative delegate for their department.   

2.9 – What information in this database is considered “public information” and would be 
provided to any interested party? 



With the exception of releasing a transientId to any service provider, we only release 
attributes that are specific to a given SP. Information available through unauthenticated 
access Rensselaer’s online people directories can be considered public, such as staff  titles, 
department, campus phone, campus address , etc.  Student directory information is more 
restricted, consisting of name, class year, curriculum, and email address, , but students can 
elect to withhold that information  from the online directory. 

Uses of Your Electronic Identity Credential System 

2.10 – Please identify typical classes of applications for which your electronic identity 
credentials are used within your own organization. 

• Web applications 
• Network File Storage 
• Network Access (wired and wireless) 
• Email 
• Software licensing and distribution 

Attributes are the information data elements in an attribute assertion you might make to another 
Federation participant concerning the identity of a person in your identity management system. 

2.11 – Would you consider your attribute assertions to be reliable enough to: 

 [YES]  control access to on-line information databases licensed to your organization? 

[YES]   be used to purchase goods or services for your organization? 

[YES]  enable access to personal information such as student loan status? 

 

Privacy Policy 

Federation Participants must respect the legal and organizational privacy constraints on attribute 
information provided by other Participants and use it only for its intended purposes. 

2.12 – What restrictions do you place on the use of attribute information that you might provide 
to other Federation participants? 

Rensselaer does not place restrictions on the use of these attributes by federated partners. 

2.13 – What policies govern the use of attribute information that you might release to other 
Federation participants? For example, is some information subject to FERPA or HIPAA 
restrictions? 



Rensselaer’s privacy policies can be found at http://rpi.edu/site/privacy.html and 
http://www.rpi.edu/dept/sipp/Public/PublicDocuments.html. Rensselaer’s IdM does store 
some information that would be subject to FERPA regulations, but no data in Rensselaer’s 
IdM is protected under HIPAA. 

3. Service Provider Information 

Service Providers are trusted to ask for only the information necessary to make an appropriate 
access control decision, and to not misuse information provided to them by Identity Providers. 
Service Providers must describe the basis on which access to resources is managed and their 
practices with respect to attribute information they receive from other Participants. 

3.1 – What attribute information about an individual do you require in order to manage access to 
resources you make available to other Participants? Describe separately for each resource 
ProviderID that you have registered. 

N/A –  As of the date of this document, Rensselaer is not making any resources available to 
other participants, nor do we have any immediate plans to do so.  

3.2 – What use do you make of attribute information that you receive in addition to basic access 
control decisions? For example, do you aggregate session access records or records of specific 
information accessed based on attribute information, or make attribute information available to 
partner organizations, etc.? 

N/A – As of the date of this document, Rensselaer is not making any resources available to 
other participants, nor do we have any immediate plans to do so.  

3.3 – What human and technical controls are in place on access to and use of attribute 
information that might refer to only one specific person (i.e., personally identifiable 
information)? For example, is this information encrypted? 

N/A – As of the date of this document, Rensselaer is not making any resources available to 
other participants, nor do we have any immediate plans to do so.  

3.4 – Describe the human and technical controls that are in place on the management of super-
user and other privileged accounts that might have the authority to grant access to personally 
identifiable information? 

N/A – As of the date of this document, Rensselaer is not making any resources available to 
other participants, nor do we have any immediate plans to do so.  

3.5 – If personally identifiable information is compromised, what actions do you take to notify 
potentially affected individuals? 

http://rpi.edu/site/privacy.html�
http://www.rpi.edu/dept/sipp/Public/PublicDocuments.html�


Rensselaer complies with all applicable state and federal statutes and regulations concerning 
reporting of data breeches and compromises. 

Other Information 

4.1 – Technical Standards, Versions and Interoperability 
Identify the version of Internet2 Shibboleth code release that you are using or, if not using the 
standard Shibboleth code, what version(s) of the SAML and SOAP and any other relevant 
standards you have implemented for this purpose. 

Shibboleth 2.2.0 in conjunction with JASIG CAS 3.4.3. 

4.2 – Other Considerations 
Are there any other considerations or information that you wish to make known to other 
Federation participants with whom you might interoperate? For example, are there concerns 
about the use of clear text passwords or responsibilities in case of a security breach involving 
identity information you may have provided? 

N/A 
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